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Abstract: Human resource management is one of the critical factors 

for a company in order to realize the company's vision, mission, and 

goals. This requires effective and efficient human resource 

management by integrating the entire management process well. 

This is to manage the company's internal and external human 

resources. VRMS is an integrated application that can manage the 

company's external resources. VRMS is built based on dependency 

injection. VRMS has two superior features: role-based access control 

(RBCA) and record log. RBCA is a feature that manages all resources 

involved in a company project. At the same time, the record log 

allows super admins to monitor and evaluate the performance of all 

external company resources. The VRMS system is built using hybrid 

methodoly in software development life cycles from initiation phase, 

planning, execution, and testing. The testing process used in this 

system is the user acceptance test (UAT) method. The test results 

show that all features on VRMS can run 80% well. 
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INTRODUCTION 

Human resource management is one of the critical factors for companies in realizing the 

company's vision, mission, and goals. It is undeniable that the view of human resource management 

applied by companies is constantly undergoing changes that are needed to adapt to changes in the 

environment, both internal and external (Boon et al., 2019). In another opinion, Abuhantash, 2023) said 

that the company's increased business scale can also influence changes in human resource management. 

The era's development requires every company to survive, not only in domestic competition but also in 

global competition (Diallo et al., 2021). This requires effective and efficient human resource 

management by properly integrating all management processes. 

Human resource integration can be done by utilizing technological developments. In general, 

large companies will implement special procedures to monitor and evaluate the performance of their 

human resources (Apascaritei & Elvira, 2022). This is done to assess whether the human resources have 

carried out their duties and responsibilities properly. Human resources who can carry out their duties 

and responsibilities with full awareness are sure to be able to lead the company to success. Conversely, 

if the human resources department needs awareness or even a sense of responsibility for the work it has 

to do, it can lead the company to success (Jagarwar, 2022). 

Integrated human resource management provides benefits not only for the company but also for 

employees. Companies with good human resource management can guarantee the careers of their 

employees (International Labour Organization, 2023). Employees can get various benefits ranging from 

performance points and career advancement to salary increases based on their performance. Beer (2022) 

also added that transparent, integrated human resource management could improve the quality of 

products and services owned by the company to increase consumer reach to foreign countries. 

Nowadays, companies can utilize many types of information technology to manage their human 

resources more optimally. This technology is often called a human resource management system 

(HRMS). HRMS will generally have several features, such as attendance, administrative filing, payroll, 

leave, out-of-town travel, and so on (El Idrissi et al., 2021). These features can be integrated into the 

company's system and information technology, which policymakers can access to assess their 

employees' performance. This can be well controlled to manage the internal resources owned by the 

company. However, today, many companies also have external company resources. This means that 

the employees they have not only work within the company but are also spread across various regions 

worldwide to work on specific projects. HRMS has yet to have a prominent feature specifically designed 

to manage human resources from outside the company (Osezua & Nkogbu, 2016). 

As an international company with its parent company located in Switzerland, the company relies 

heavily on cloud computing technology to coordinate with each other. However, the company still often 

needs help managing its human resources. The obstacles experienced by PT Star Software are related to 

the absence of a log record of its vendors' performance and external resources. PT Star Software must 

refrain from dealing with and resolving problems caused by irresponsible vendors infrequently. In 

addition, PT Star Software also experiences delays in project completion because of the external 

resources it has been using for several other projects. Therefore, PT Star Software requires an integrated 

system to monitor and evaluate the performance of its vendors and external resources. 

VRMS is one of the solutions used to manage the company's external human resources. VRMS 

stands for Vendor Resource Management System. VRMS is a system that manages, assesses, and records 

the company's external human resources performance. Several studies have been conducted previously 

to manage the company's external resources. The first study was conducted by Edwards et al. (2022), 

who examined the strategy of managing international resources in multinational companies. This study 

concluded that international resource management needs to be accompanied by contextualized, 

personalized, and contested standardization. The second study was conducted by Hamouche (2021), 

which examined the company's human resources management after the Covid-19 crisis. From this 

study, it can be seen that to ensure that business activities in the company continue to run smoothly, the 

company needs to transform human resource management. This management includes human 

resources management, which is carried out directly in and outside the office. Another study was 
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conducted by Pattrick & Mazhar (2019), who studied human resource management by implementing a 

talent search strategy. This study concludes that skills and talents are the key to optimizing business 

processes in the company. Companies can take on roles in business based on their internal talent and 

offer projects to other professional talents outside of the company's internal employees. 

Based on the research that has been conducted, the company needs to find talent outside the 

company to run business activities. However, previous research has shown that there needs to be more 

focus on developing an integrated system to manage external human resources. Therefore, this study 

was specifically conducted to develop a VRMS system with the main features of managing vendors and 

the company's external human resources. VRMS development is carried out by utilizing the backend 

module. The citation states that the backend module is one of the development modules in computer 

technology that develops a system or application that users cannot see on a running system (Bangare et 

al., 2016). The backend module has several advantages, such as ensuring that the system algorithm can 

run adequately, ensuring optimal performance, and making it easier for developers to troubleshoot and 

debug (Kaluža et al., 2019). 

 

METHOD  

This research was developed by adopting the system development stages of the backend module. 

The VRMS system was developed to have two main features: administrator system management called 

Role Based Access Control (RBAC) and the record log feature. The administrator feature is implemented 

dynamically to manage role-based user access. RBAC in the VRMS system has the flexibility to adjust 

to needs without changing the program code that has been built (Marquis, 2024).  

Meanwhile, the VRMS system has a record log feature to see how good the qualifications and 

performance of its external resources are. The record log feature has the main function of automatically 

recording every activity carried out by vendors and human resources without making data changes. 

This feature applies the concept of dependency injection. Dependency injection by Deursen & Seemann 

(2019) is defined as a particular module linked to several predetermined parameters to monitor specific 

variables. In this study, dependency injection is used to assess the performance of vendors and human 

resources based on assessments, project completion accuracy, and testimonials. 

This research was conducted by combining the hybrid Agile method. Yahya & Maidin (2023) said 

that the hybrid agile method is a software development method that combines agile and waterfall 

methods. The agile method is developing software carried out repeatedly in stages (Žužek et al., 2020). 

The waterfall method is a software development method carried out sequentially and sequentially 

(Imani et al., 2017). The combination of agile and waterfall methods makes developing the VRMS system 

more effective and efficient. This opinion is supported by Nikpay et al. (2017) stating that the hybrid 

method can overcome the flexibility weakness of waterfall and the weakness in agile that cannot 

document milestones well. Hybrid method carried out separately to develop specific modules 

combined into one VRMS system that can run well. Figure 1 shows the flow of methods used in this 

research. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Method Flow 
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Initiation 

Initiation is the initial stage in system development, which includes developing ideas and 

collecting mature requirements (Verma et al., 2021). From the initiation stage, researchers gain insight 

into the VRMS system to be built. Researchers also determine the main functions and features of the 

system, namely RBCA and record log. 

 

Planning 

The planning stage is the stage for processing ideas and requirement data obtained for research 

purposes (Senarath, 2021). At this stage, researchers create several models to facilitate system 

development at the execution stage. The models created in the planning stage are use case diagrams, 

activity diagrams, class diagrams, entity relationship diagrams, and sitemaps. 

A use case diagram is a diagram that can show system users and the access rights owned by each 

user (Setiaji & Sastra, 2021). From this diagram, application developers can create and organize the types 

of users required by the system, along with the features that specific users can access. Next is the activity 

diagram, which describes a system's workflow and sequence of activities (Kurniawan, 2018). In other 

words, the activity diagram describes the activities that users can carry out and the responses from the 

system. 

Another diagram developed at the planning stage is the class diagram. A class diagram is a 

diagram that shows the data model needed in system development (Ahmad et al., 2019). Class diagrams 

can provide developers with an overview of data, data types, data types, and the functions of the data. 

Researchers can build an entity relationship diagram (ERD) from the modeled class diagram. ERD is a 

diagram that describes data, attributes, relationships, and relationships between data (Tabrani et al., 

2021). Next, create a sitemap. A sitemap is a map that describes essential pages in the system to be built 

(Ríos & Pedreira-Souto, 2019). Sitemaps have several functions, such as facilitating navigation, speeding 

up indexing, emphasizing the site's direction, organizing the system's architecture, and increasing 

system visibility. 

 

Execute 

The next stage in this study is execution. The execution stage is the programming implementation 

stage, which is when program code is built to create a system (Dhivya & Nirmala, 2018). This study's 

programming was carried out using Nest js, Postgre SQL, and JSON Web Token. 

 

Testing 

The next stage is testing. The system will be tested in the testing stage based on several aspects, 

such as user acceptance, unit, component, smoke, integration, regression, sanity, and system testing 

(Dhivya & Nirmala, 2018). In the study, the system was tested using the user acceptance test (UAT) 

method. UAT is a type of testing that checks whether the features and displays on the system meet the 

user's requirements. In addition, UAT also ensures that all buttons and features on the system can run 

properly (Chamida et al., 2021). 

 

RESULTS AND DISCUSSIONS 

 

Requirement 

Researchers surveyed several stakeholders in developing the VRMS system, such as vendors, job 

seekers, and vocational education universities. The survey was conducted by distributing 

questionnaires to 10 stakeholders, 20 respondents from the career development field of Universitas 

Sebelas Maret, and 20 students at the vocational school, Universitas Sebelas Maret. From the total 

survey, a complete response was obtained from 6 stakeholders, 13 respondents in the field of career 

development at Sebelas Maret University, and 20 students.  From the survey results, we see the need 

for the VRMS system. Details of system requirements are shown in Table 1. 

 



DECODE: Jurnal Pendidikan Teknologi Informasi, 4(3) (2024): 898-914 

Implementation Of Dynamic Role-Based Access Control and Record Log-In Dependency Injection Based VRMS 

System 

 
902 

Table 1. Functional Requirement 

Kode Functional Requirement Actor 

FR001 Provides an endpoint for login returning JWT token Superadmin, 

Admin, User 

FR002 Provides an endpoint to delete JWT tokens on logout Superadmin, 

Admin, User 

FR003 Provides endpoints and data to display a list of data 

on the System Administrator page with search, 

pagination, and sorting filters. 

Superadmin, 

Admin, User 

FR004 Provides endpoints for adding new accounts and 

storing account data on the System Administrator 

page. 

Superadmin 

FR005 Provides dynamic access control mechanisms based on 

user roles and stores access settings in a database. 

Superadmin 

FR006 Provides endpoints for editing account details and 

updating account data in the database on the System 

Administrator page. 

Superadmin 

FR007 Provides an endpoint to delete accounts and 

associated data from the database on the System 

Administrator page 

Superadmin 

FR008 Provides endpoints and data to display log records 

with search, pagination, sort, menu filter, and date 

filter features. 

Superadmin 

Planning 

Based on the functional needs of the VRMS system, researchers can create several designs and 

models to facilitate the development of the VRMS system during the execution stage. The first design is 

the use case diagram shown in Figure 2. 

 

Figure 2. Use Case Diagram 

Figure 2 shows that after logging in to the VRMS system, the super admin has access rights to 

manage the administrator management feature. The super admin can do administrator management to 

display all administrator data and add new, update, and delete administrator data. In addition, the 

super admin also has access rights to record all information activities and existing data transactions. 

Administrators in VRMS are vendors and human resources involved in all business projects run directly 

or indirectly by PT Star Software. Furthermore, the researcher also modeled an activity diagram for 

developing the VRMS system in the study. The activity diagram consists of several activities, such as 
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login and getting all users, as shown in Figure 3. In addition, the design of adding users (administrators), 

editing users, and deleting users is shown in Figure 4, and getting record logs is shown in Figure 5. 

 

Figure 3. Login (left), Show homepage (right) 

 

 
Figure 4. Add user (left), edit user (center), and delete user (right) 

 

 

Figure 5. Get All Log 
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By modeling activity diagrams, researchers build class diagrams as data models that will be used 

to model databases on the VRMS system. The class diagram design is shown in Figure 6. 

 

Figure 6. Class Diagram 

The next step in the planning stage carried out in this study is to model the database design, 

which is described by an entity relationship diagram (ERD). The ERD in the VRMS system is shown in 

Figure 7. 

 

Figure 7. Entity Relationship Diagram 

The final step in the planning stage is to build a sitemap. The sitemap in the VRMS system 

describes the data and information needed by the super admin to monitor and evaluate all business 

activities and transactions. The sitemap design in the VRMS system is shown in Figure 8. 
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Figure 8. Sitemap VRMS 

Execution 

The next stage is to execute all models and designs that have been built in the planning stage. 

After executing the program code, the superadmin display is obtained as a way to log in as shown in 

Figure 9. 

 
Figure 9. Login View 

 

After logging in, the super admin will have a homepage display to select several needed features. 

The super admin homepage display is shown in Figure 10. 
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Figure 10. Super admin Home 

 

Figure 10 shows the VRMS system display when the superadmin successfully logs in after 

entering the correct username and password. On the left side, there is a navigation menu showing the 

features the super admin owns to manage users. The first feature is adding users, as shown in Figure 

11. 

 
Figure 11. Add User 

 

If there is a change in user data, the super admin also has the authority to edit and delete data if 

the user data is not validated. The superadmin display for editing data is shown in Figure 12, while the 

feature for deleting user data is shown in Figure 13. 
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Figure 12. Edit User 

 

 
Figure 13. Delete User 

 

This unique feature owned by the super admin will show the RBCA feature on the built VRMS 

system. The super admin settings illustrate that RBCA can add, edit, and delete user data if needed. 

Meanwhile, the record log is another superior feature to monitor and evaluate users. 
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Testing 

The testing method used by the author is the User Acceptance Test (UAT) method. The User 

Acceptance Test method is a software acceptance test carried out at the user's location by the software 

user. The user of this system consists of vendors managed by PT Digital Software Yogyakarta, the career 

development field of Universitas Sebelas Maret, and several students from several study programs at 

Universitas Sebelas Maret. The total number of users who tested this system was 37 users.This test aims 

to test whether the system is in accordance with what is stated in the system's functional specifications. 

The results of the tests carried out for the master data menu can be seen in Table 2. 

Table 2. UAT Result 

Tested Function Scenario Result Status 

Menu add data 

Variable Input Form - 

Translation 

Check the add function in 

the Variable Input Form - 

Translation menu 

Data added successfully Succeed 

Menu add data - 

Variable Input Form - 

Translation (Check 

Error) 

Check Mandatory Input The data was not added 

successfully and an alert 

appears 

Succeed 

Menu edit data 

Variable Input Form - 

Translation 

Check the edit function in 

the Variable Input Form - 

Translation menu 

Data changed 

successfully 

Succeed 

Menu edit data 

Variable Input Form - 

Translation (Check 

Error) 

Check Mandatory Input The data was not 

successfully changed 

and an alert appears 

Succeed 

Menu delete data 

Variable Input Form - 

Translation 

Check the delete function on 

the Variable Input Form - 

Translation menu 

Data deleted 

successfully 

Succeed 

Menu sort data 

Variable Input Form - 

Translation 

Check the sort function on 

the Variable Input Form - 

Translation menu 

Data has been 

successfully sorted 

Succeed 

Menu search data 

Variable Input Form - 

Translation 

Check the search function on 

the Variable Input Form - 

Translation menu 

Data successfully found Succeed 

Menu export data 

Variable Input Form - 

Translation 

Check the export function in 

the Variable Input Form - 

Translation menu 

Data downloaded 

successfully 

Succeed 

Menu pagination data 

Variable Input Form - 

Translation  

Check the pagination 

function in the Variable 

Input Form - Translation 

menu 

Pagination was 

successful 

Succeed 

Menu add data 

Variable Input Form - 

Non Translation 

Check the add function on 

the Variable Input Form - 

Non Translation menu 

Data added successfully Succeed 
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Tested Function Scenario Result Status 

Menu add data - 

Variable Input Form - 

Non Translation 

(Check Error) 

Check Mandatory Input The data was not added 

successfully and an alert 

appears 

Succeed 

Menu edit data 

Variable Input Form - 

Non Translation 

Check the edit function on 

the Variable Input Form - 

Non Translation menu 

Data changed 

successfully 

Succeed 

Menu edit data 

Variable Input Form - 

Non Translation 

(Check Error) 

Check Mandatory Input The data was not 

successfully changed 

and an alert appears 

Succeed 

Menu delete data 

Variable Input Form - 

Non Translation 

Check the delete function on 

the Variable Input Form - 

Non Translation menu 

Data deleted 

successfully 

Succeed 

Menu sort data 

Variable Input Form - 

Non Translation 

Check the sort function on 

the Variable Input Form - 

Non Translation menu 

Data has been 

successfully sorted 

Succeed 

Menu search data 

Variable Input Form - 

Non Translation 

Check the search function on 

the Variable Input Form - 

Non Translation menu 

Data successfully found Succeed 

Menu export data 

Variable Input Form - 

NonTranslation 

Check the export function on 

the Variable Input Form - 

Non Translation menu 

Data downloaded 

successfully 

Succeed 

Menu pagination data 

Variable Input Form - 

Non Translation  

Check the pagination 

function on the Variable 

Input Form - Non 

Translation menu 

Pagination was 

successful 

Succeed 

Menu add data 

Variable Input Form - 

Vendor 

Check the add function on 

the Variable Input Form - 

Vendor menu 

Data added successfully Succeed 

Menu add data - 

Variable Input Form - 

Vendor (Check Error) 

Check Mandatory Input The data was not added 

successfully and an alert 

appears 

Succeed 

Menu edit data 

Variable Input Form - 

Vendor 

Check the edit function on 

the Variable Input Form - 

Vendor menu 

Data changed 

successfully 

Succeed 

Menu edit data 

Variable Input Form - 

Vendor (Check Error) 

Check Mandatory Input The data was not 

successfully changed 

and an alert appears 

Succeed 

Menu delete data Check the delete function on Data deleted Succeed 
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Tested Function Scenario Result Status 

Variable Input Form - 

Vendor 

the Variable Input Form - 

Vendor menu 

successfully 

Menu sort data 

Variable Input Form - 

Vendor 

Check the sort function on 

the Variable Input Form - 

Vendor menu 

Data has been 

successfully sorted 

Succeed 

Menu search data 

Variable Input Form - 

Vendor 

Check the search function on 

the Variable Input Form - 

Vendor menu 

Data successfully found Succeed 

Menu export data 

Variable Input Form - 

Vendor 

Check the export function on 

the Variable Input Form - 

Vendor menu 

Data downloaded 

successfully 

Succeed 

Menu pagination data 

Variable Input Form - 

Vendor 

Check the pagination 

function on the Variable 

Input Form - Vendor menu 

Pagination was 

successful 

Succeed 

Menu add data Rate 

Type 

Check the add function in 

the Rate Type menu 

Data added successfully Succeed 

Menu add data - Rate 

Type (Check Error) 

Check Mandatory Input The data was not added 

successfully and an alert 

appears 

Succeed 

Menu edit data Rate 

Type 

Check the edit function in 

the Rate Type menu 

Data changed 

successfully 

Succeed 

Menu edit data Rate 

Type  (Check Error) 

Check Mandatory Input The data was not 

successfully changed 

and an alert appears 

Succeed 

Menu delete data Rate 

Type 

Check the delete function in 

the Rate Type menu 

Data deleted 

successfully 

Succeed 

Menu sort data Rate 

Type 

Check the sort function in 

the Rate Type menu 

Data has been 

successfully sorted 

Succeed 

Menu search data 

Rate Type 

Check the search function in 

the Rate Type menu 

Data successfully found Succeed 

Menu pagination data 

Rate Type 

Check the pagination 

function in the Rate Type 

menu 

Pagination was 

successful 

Succeed 

Menu add data Tools Check the add function in 

the Tools menu 

Data added successfully Succeed 

Menu add data - 

Tools (Check Error) 

Check Mandatory Input The data was not added 

successfully and an alert 

appears 

Succeed 
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Tested Function Scenario Result Status 

Menu edit data Tools Check the edit function on 

the Tools menu 

Data changed 

successfully 

Succeed 

Menu edit data Tools 

(Check Error) 

Check Mandatory Input The data was not 

successfully changed 

and an alert appears 

Succeed 

Menu delete data 

Tools 

Check the delete function in 

the Tools menu 

Data deleted 

successfully 

Succeed 

Menu sort data Tools Check the sort function in 

the Tools menu 

Data has been 

successfully sorted 

Succeed 

Menu search data 

Tools 

Check the search function in 

the Tools menu 

Data successfully found Succeed 

Menu pagination data 

Tools 

Check the pagination 

function on the Tools menu 

Pagination was 

successful 

Succeed 

Menu add data 

Financial Directory 

Check the add function on 

the Financial Directory menu 

Data added successfully Succeed 

Menu add data - 

Financial Directory 

(Check Error) 

Check Mandatory Input The data was not added 

successfully and an alert 

appears 

Succeed 

Menu edit data 

Financial Directory 

Check the edit function on 

the Financial Directory menu 

Data changed 

successfully 

Succeed 

Menu edit data 

Financial Directory 

(Check Error) 

Check Mandatory Input The data was not 

successfully changed 

and an alert appears 

Succeed 

Menu delete data 

Financial Directory 

Check the delete function on 

the Financial Directory menu 

Data deleted 

successfully 

Succeed 

Menu sort data 

Financial Directory 

Check the sort function on 

the Financial Directory menu 

Data has been 

successfully sorted 

Succeed 

Menu search data 

Financial Directory 

Check the search function on 

the Financial Directory menu 

Data successfully found Succeed 

Menu pagination data 

Financial Directory 

Check the pagination 

function in the Financial 

Directory menu 

Pagination was 

successful 

Succeed 

Menu download file 

Financial Directory 

Check the file download 

function on the Financial 

Directory menu 

File downloaded 

successfully 

Succeed 

Menu delete file 

Financial Directory 

Check the delete file function 

in the Financial Directory 

File deleted successfully Succeed 
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Tested Function Scenario Result Status 

menu 

 

Table 2 shows the results of testing the VRMS system using the UAT method. The test results 

shows that all scenario and function of the VRMS can run sesuai dengan kebutuhan dari pengguna. 

This shows that the VRMS system performs quite well. Based on the test, VRMS provides 100% system 

performance. Although all functions in the system are already running according to the request from 

the user, the quality of backend programming in VRMS development still needs to be improved. 

 

CONCLUSIONS 

This research successfully produced VRMS to manage integrated human resources based on 

dynamic role-based access control and record logs. The dependency injection basis successfully 

provides convenience in real-time managing, monitoring, and assessing all VRMS users. From the 

simulation results, the system can centrally manage all external resources, both vendors and talents, by 

the super admin. The system can also record the activities of all external resources to provide ratings 

for both vendors and talents based on the activities that have been carried out. The system was tested 

using the User Acceptance Testing method, which found that 100% of the system's features ran well. So, 

although it has achieved good system performance, the quality of backend programming in VRMS 

development still needs to be improved. 
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